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COOPERATION BETWEEN FINANCIAL INTELLIGENCE UNITS,
SUPERVISORS AND «THIRD» COUNTRIES : MAIN POINTS

AND CHALLENGES!

The article is devoted to a comprehensive analysis of the cooperation between financial

intelligence units (FIUs), supervisors and «third» countries in combating financial crimes, money
laundering, and terrorism financing. The article emphasises the importance of intense collaboration
and information exchange among financial intelligence units, financial supervisors, and regulatory
authorities in different countries. These entities can detect and prevent illicit financial activities that
often transcend national borders by sharing intelligence and expertise.

The central role of financial intelligence units in facilitating cooperation is highlighted. These
specialised units act as the focal point for collecting, analysing, and disseminating financial
intelligence to relevant stakeholders. Their ability to swiftly share information with foreign
counterparts and «thirdy countries is crucial in tackling global financial crimes. Effective intelligence
sharing and joint investigations are crucial in tracking criminal networks and holding perpetrators
accountable.

Aligning regulatory frameworks ensures that financial institutions comply with global standards,
reinforcing the integrity of the international financial system. Capacity building in less developed
countries helps establish robust financial intelligence systems, promoting global cooperation. By
pooling resources and expertise, countries can more effectively dismantle complex criminal networks,
ultimately leading to the prosecution of offenders and the disruption of illicit financial activities.

The authors explored the main significant challenges in cooperation between financial intelligence
units (FIUs), supervisors and «third» countries: (1) legal and regulatory differences (obstacles),
(2) political considerations and trust issues, (3) language and cultural barriers, (4) information quality

and reliability; (5) asymmetry of resources; (6) time zones and operational hours, (7) data security.
Key words: criminal proceeds, legalisation (laundering) of income, supervisors, financial
intelligence units, financial crimes, financial monitoring.

Statement of the problem. Considering the growing
number, complexity and volume of international finan-
cial crimes, the study of the interaction and cooperation
of financial intelligence units, supervisory and control
bodies and «third» countries is being updated.

Today, the globalisation of financial markets
and the speed of technological development create
an ideal environment for fraudsters and criminal
organisations to carry out transnational operations
while hiding their tracks. It should be noted that
today's so-called financial crimes are increasingly
becoming transnational, causing the need for coop-
eration between different countries and their financial
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institutions, which leads to the complexity of the chal-
lenges. In turn, criminals and terrorist organisations
can finance their operations using financial instru-
ments and channels in third countries.

The global nature of financial crimes can also
threaten national and international security, under-
scoring the need for joint efforts to prevent and com-
bat them. With this in mind, effective counteraction
to international financial crime requires active coop-
eration between financial intelligence units, national
authorities and «third» countries.

Task statement. The purpose of the article is acom-
prehensive analysis of the interaction of the financial
intelligence units (FIUs), supervisors, and «third»
countries in the context of effective countermeasures
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against the legalisation (laundering) of criminal pro-
ceeds, financing of terrorism and weapons of mass
destruction.

The main material of the research. Recently,
there has been an increase in initiatives and agree-
ments between countries to increase the level of coop-
eration and exchange of information in order to fight
financial crimes.

The development of cryptocurrencies, electronic
payment systems and other financial technologies
creates new opportunities for abuse and use for
the legalisation (laundering) of proceeds obtained
through crime, reinforcing the need for international
cooperation. In turn, international trade and invest-
ment growth emphasises improving cooperation
mechanisms between financial institutions and bodies
from different countries.

The constant development of financial crimes
and new implementation methods requires con-
stant adaptation and improvement of international
cooperation to counter such threats effectively. To
ensure the sustainable development and prosperity
of the global economy, the joint fight against inter-
national financial crime remains one of the critical
priorities for the international community.

Per International Standards on Combating Money
Laundering and the Financing of Terrorism and Pro-
liferation (the FATF Recommendations), countries
should ensure that policy-makers, the financial intel-
ligence unit, law enforcement agencies, supervisory
authorities and other competent authorities at the pol-
icy and operational levels, have effective mechanisms
that would allow them to cooperate and, where appro-
priate, coordinate and share information domestically
concerning the development and implementation
of policies and measures to combat money laundering,
the financing of terrorism and the financing of the pro-
liferation of weapons of mass destruction [1].

The author highlighted that the given Recommen-
dations outlined that these entities should have effec-
tive mechanisms to cooperate and share information
domestically to combat financial crimes effectively.
This cooperation is crucial to address the dynamic
and evolving nature of money laundering, terror-
ism financing, and proliferation financing activities,
which often transcend national borders. By sharing
information and coordinating efforts, countries can
enhance their ability to identify and respond to poten-
tial threats and suspicious activities, thereby strength-
ening the global anti-money laundering and combat-
ing the financing of terrorism framework and making
it more difficult for criminals and terrorists to exploit
the international financial system.
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Analysing this issue from the point of view of its
consolidation in the national legal framework, we
draw attention to the Law of Ukraine «On Preven-
tion and Counteraction to Legalisation (Laundering)
of Criminal Proceeds, Terrorist Financing and Financ-
ing of Proliferation of Weapons of Mass Destruction.

Namely, Article 30 of the aforementioned legisla-
tive act defines and establishes the primary and gen-
eral principles of international cooperation in the field
of prevention and countermeasures against the legal-
isation (laundering) of proceeds obtained through
crime, the financing of terrorism, and the financing
of the proliferation of weapons of mass destruction.
In particular, it is established that international coop-
eration in the field of prevention and countermeasures
is carried out according to the principle of reciprocity
following this Law, international treaties of Ukraine,
the binding consent of which was given by the Verk-
hovna Rada (Parliament) of Ukraine, and other nor-
mative legal acts [2].

In a general sense, in our opinion, the principle
of reciprocity in international cooperation means that
states act mutually in certain spheres and interact with
each other based on mutual rights and obligations.
This means that one state can cooperate with other
states only if the other states are willing to cooperate.

In turn, Article 31 clearly distinguishes and estab-
lishes the powers of state bodies to ensure interna-
tional cooperation in prevention and countermeas-
ures and the procedure for their implementation. In
particular, the specially authorised entity — the State
Financial Monitoring Service of Ukraine, under
international treaties of Ukraine, on the principle
of reciprocity or its initiative, carries out international
cooperation with the relevant authorities of foreign
countries to exchange experience and information on
prevention and countermeasures.

The provision by a specially authorised entity -
the State Financial Monitoring Service of Ukraine to
a relevant authority of a foreign state of information
with limited access is carried out per the procedure
established by law and on the condition that the body
of a foreign state ensures no lower level of protection
of such information than that used in Ukraine.

Such information can be provided by a specially
authorised body to the relevant body of a foreign
state exclusively for use during operational analy-
sis in cases of legalisation (laundering) of proceeds
obtained through crime, financing of terrorism or
financing of the proliferation of weapons of mass
destruction, or in cases related to the commission
of a socially dangerous act, as a result of which crim-
inal income was obtained [2].
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As the author mentioned before, analysing coop-
eration between financial intelligence units (FIUs),
supervisors, and «third» countries is crucial for effec-
tively combating money laundering, terrorist financ-
ing, and other financial crimes that transcend national
borders. In financial intelligence and international
cooperation, «third» countries refer to countries that
are not directly involved in a particular transaction
or investigation but are outside the primary jurisdic-
tion where the financial activity is taking place. These
countries might have valuable information or be
part of the broader network of financial transactions
related to the investigation. When it comes to finan-
cial intelligence and combating money laundering,
terrorist financing, and other financial crimes, «third»
countries play a significant role:

(1) cross-border transactions. Financial transac-
tions often involve multiple jurisdictions. In such
cases, «third» countries may be transit points or final
destinations for illicit funds, making their coopera-
tion essential for tracking the flow of money;

(2) financial hubs. Some «third» countries may act
as significant financial centres attracting international
transactions, including potential illicit activities.
Cooperation with these hubs is crucial for identifying
and disrupting financial crime networks;

(3) beneficial ownership. In cases involving
shell companies and complex ownership structures,
«third» countries may be «homey» to the ultimate
beneficial owners. Obtaining information from these
countries can be vital for understanding the true iden-
tities behind suspicious transactions;

(4) offshore accounts. «Third» countries may offer
favourable tax and regulatory environments, making
them attractive locations for holding offshore accounts
used for illicit purposes. Accessing information from
these jurisdictions can be challenging but necessary;

(5) money laundering channels. Criminal organ-
isations often use international channels to launder
money. Cooperation with «third» countries can help
uncover these channels and disrupt the laundering
process;

(6) international terrorist financing. Terrorist
groups may receive funding from sympathisers or
sponsors in «third» countries. Collaborating with
these countries is essential to curb terrorist financing.

(7) legal assistance. Mutual legal assistance as amethod
of cooperation and other international agreements are
often required to facilitate the exchange of financial intel-
ligence and evidence between jurisdictions.

However, cooperation with «third» countries
comes with challenges such as differing legal sys-
tems, data protection laws, political considerations,

and resource disparities. Establishing effective
channels for communication, information sharing,
and mutual support is essential for successful inter-
national cooperation in combating financial crimes
involving third countries.

Analysing in general interaction of the financial
intelligence units (FIUs), supervisors, and «third»
countries in the context of effective countermeasures
against the legalisation (laundering) of criminal pro-
ceeds, financing of terrorism and weapons of mass
destruction, the author outlined the main points
and challenges regarding this cooperation. It can be
summarised as follows:

— information sharing. Financial intelligence units
(FIUs), supervisors, and «third» countries must share
relevant financial intelligence and information to iden-
tify and track illicit financial activities across juris-
dictions. This includes sharing suspicious and cur-
rency transaction reports and other relevant data.
Limited financial intelligence and information shar-
ing between the entities mentioned above can hinder
the detection and tracking of complex financial crime
networks. Legal and regulatory differences, concerns
about data privacy, and political considerations may
restrict the extent of information exchange;

— joint investigations. Collaborative efforts can
lead to joint investigations that pool resources, exper-
tise, and data from multiple countries. These investi-
gations increase the chances of uncovering complex
financial crime networks;

— capacity building. Developing the capabili-
ties of financial intelligence units and supervisors,
«third» countries is essential for enhancing their
ability to detect and report suspicious activities. This
may involve training programs, technical assistance,
and knowledge sharing;

— harmonisation of standards. Establishing com-
mon regulatory and supervisory standards across
countries can facilitate cooperation by reducing legal
and administrative barriers to information exchange;

— memoranda of understanding. Formal agree-
ments between countries outlining the terms of coop-
eration can provide a legal framework for sharing
information and conducting joint operations;

— sharing best practices. Learning from successful
strategies and practices in different jurisdictions can lead
to improved methods of combating financial crimes.

The issue of the challenges of such interaction is
also gaining importance. In particular, the following
should be highlighted:

—legal and regulatory differences (obstacles). Var-
iations in legal systems and data protection regula-
tions can hinder the smooth exchange of information
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between countries. Harmonising laws and ensuring
data privacy are critical challenges;

— political considerations and trust issues. Geo-
political dynamics and national interests can impact
the willingness of countries to collaborate fully.
Building trust and ensuring transparency in sharing
information can be difficult, particularly in cases
involving sensitive or high-profile investigations;

— language and cultural barriers. Communication
challenges due to different languages and cultural
norms can hinder effective collaboration;

— information quality and reliability. Ensuring
the accuracy and reliability of shared information is
vital to avoid acting on false or misleading data;

—asymmetry of resources. Disparities in resources
and capabilities between countries can affect the con-
tribution level and benefit from the cooperation. Var-
iations in the capacity and resources of financial
intelligence units (FIUs), supervisors, and «third»
countries can affect the contribution level and ben-
efit from cooperation efforts. Countries with limited
resources may struggle to keep up with the demands
of international collaboration;

— time zones and operational hours. Differences in
time zones can slow down communication and coor-
dination during time-sensitive investigations. Dealing

with different time zones can slow down communica-
tion and response times, potentially delaying critical
aspects of investigations;

— data security. Protecting sensitive financial data
during transmission and storage is critical to prevent
unauthorised access and data breaches. Securely
transmitting and storing sensitive financial data
across borders requires robust data security measures
to prevent unauthorised access and cyber threats.

Conclusions. Addressing these challenges
requires ongoing dialogue, commitment to inter-
national standards, and the establishment of robust
frameworks for cooperation that respect the sover-
eignty of each nation while emphasising the shared
goal of combating financial crimes globally.

The main points of cooperation between financial
intelligence units (FIUs), supervisors, and «third» coun-
tries can be outlined: information sharing; joint investi-
gations; capacity building; harmonisation of standards;
memoranda of understanding; sharing best practices.
At the same time, the author highlighted the issue
of the challenges of such interaction: legal and regu-
latory differences (obstacles); political considerations
and trust issues; language and cultural barriers; infor-
mation quality and reliability; asymmetry of resources;
time zones and operational hours; data security.
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Cmamms npucesuena KOMNIeKCHOMY aHaizy 3aemooii niopos3oinie ginancosoi possioxku (IIDPP), naznsioosux
opeanie ma «mpemixy Kpain y 6opomv0i il npomuodii 3 iHAHCOBUMU 3NOHUHAMY, 1e2aTi3ayicl0 (8i0OMUBAHHSM)
00X0016, 00EPIHCAHUX 3MOUUHHUM ULTAXOM Ma (QIiHAHCYBAHHAM mepopusmy. Y cmammi HA2ONOULyemvCs Ha
BANCIUBOCMI THMEHCUBHOL Ul eghexmuenol cnisnpayi ma oominy iHgopmayiero mige nioposdinamu QiHaHcosol
PO36IOKU, Opeanamu IHAHCO8020 HALTAOY MA PeSYISMOPHUMU OPeAHAMU 8 PI3HUX KPATHAX.

L]i opeanizayii moxcymov euseismu ma 3anodieamu He3aKOHHIU QiHaHCOBI OisIbHOCII, AKA HACMO
BUXOOUMD 34 MEMHCI OEPACABHUX KOPOOHIB, OOMIHIOIOYUCH PO36I0YBATbHUMU OaHUMU ma doceioom. ¥ cmammi
niOKpecieno YeHmpaivhy poib Niopo30inié inancosoi po3eioku y CHpusHHi makoeo poody cnienpayi. L[i
cneyianizosani niopo30iny O0ilomsb 5K KOOPOUHAYIUHULL YeHmp 01 300py, aHAnizy ma po3n08COONCEHHS
Qinancosoi ingpopmayii 6ionogionum 3ayikasnenum cmoponam. Ixwa 30ammuicme wWeUOKO 0OMIHIOBAMUC
iHghopmayicio 3 IHO3eMHUMU NAPMHEPAMU MA «MPEeMmIMU» KpaiHamu MAe upiuidaibHe 3Hauents 0 60pomvou
31 C8IMOBUMU PIHAHCOBUMU 3TOUUHAMU.
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Edhexmuenuii 0omin po36ioysanvHumu OaHUMY MA CRITLHI PO3CIOYEBAHHSA MAIOMb BUPTUUATbHE SHAYEHHS 015
BIOCMEINCEHNS 3NOUUHHUX MEPENC | NPUMASHEHHST GUHHUX 00 GION0GIOANbHOCTI. Y320001Ccentss HOPMAUEHO-
npasosoi b6aszu 3abesnevye GiONOGIOHICMYb (HIHAHCOBUX YCMAHOG CEIMOBUM CMAHOAPMAM, 3MIYHIOIOYU
yinicHicms  MIdDICHAPOOHOT ¢hinancosoi cucmemu. Po3gumox nomenyiany 6 MeHul pPO3GUHEHUX KpaiHax
donomazae cmeopumu HAdiUKI cucmemu QiHanco8oi po3gioKu, cnpusiiody 210OANbHIl CRienpay.

06 eonytouu pecypcu ma 00cgio, Kpainu Modcyms epexmusHiuie 1ikeioo8ysamu CKiIAOHI 3104 UHHI MePedici,

wWo 3pewmoro npuzeede 00 Cy008020 nepeciioy8ants npagonopyWHUKI6 i NPUNUHEHHs. He3AKOHHOT QIHANCO80T

OisLIbHOCI.

Amop U3HAUULA OCHOBHI CEPUO3HI GUKIUKU Y CRIGNPAYi Midc nioposoinamu ginancoeoi poseioku (IIDOP),
HA2ISI008UMU Op2AHaAMU Ma «mpemivuy Kpainamu: (1) npasosi ma pezyismopui giomiHnocmi (nepewxoou);
(2) noaimuyuni MipKyeanus ma numanus 006ipu; (3) Mogui ma Kynemypui 6ap'epu,; (4) axicmo i Haditnicmo
inghopmayii; (5) acumempis pecypcis; (6) uacosi noscu ma eoounu pooomu, (7) be3nexa 0anux.

Knwuogi cnoea: snouunni 0oxoou, necanizayis (6i0mMusaniusy) 00xo0ie, Ha2A008I opeanu, nioposoiiu
Ginancogoi po3eioxu, Ginancosi 3n0uunl, GIHAHCOGUL MOHITNOPUHES.
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